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Crime and Fire Defence Systems Ltd - General Data Protection Regulation
Policy

From 25 May 2018, the new EU General Data Protection Regulation (GDPR) came into effect.
In order to comply with the new requirements of this law, and to ensure that we can best
continue to serve our clients, Crime and Fire Defence Systems has updated its Privacy Policy.
You can find the updated policy on our website, which provides detailed information on how
we use and protect your personal information and your rights in relation to this.

This privacy policy has been compiled to better serve those who are concerned with how their
‘Personally Identifiable Information’ (Pll) is being used online. PIl, as described in UK privacy
law and information security, is information that can be used on its own or with other
information to identify, contact, or locate a single person, or to identify an individual in
context. Please read our privacy policy carefully to get a clear understanding of how we
collect, use, protect or otherwise handle your Personally ldentifiable Information in
accordance with our website.

Who do we collect Data from and What data do we collect?

Crime and Fire Defence Systems endeavour to only collect data of critical importance to the
businesses operation from interested parties including:

e Employees
e Clients
e Suppliers

This data includes:

e Personal Information

e Contact Information

e Employment Administration Information
e Employment Information

e Client Information

e Supplier Information

e CCTV images

What personal information do we collect from the people that visit our blog, website or
app?

Crime and Fire do not have a call back or registration portal on the company website and as
such collect no data via this.

When do we collect information?

Data is collected at different points based on the type of engagement you have with Crime
and Fire. Breakdown of the point of data collection is listed below:
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Employee
e Application with the Company for a Job or Role
o Name, Address and Contact Details
o May include an Employment History, Training and Personal data if a CV is
supplied
e Employment with the Company
o Name
Address
Contact Details
Email
Next of Kin
Bank Details
Criminal Records
Driving Licence
NI Number
Proof of Right to Work in the UK
Essential Medical Information
Qualifications and Training Information

O 0 0O o0 O O o0 O o o O

Client
e Engagement with the Company for works
o Name, Addresses and Contact Details
e Receipt of an Order
o Key Contacts
o Work Location Addresses
o Bank Details
o Key Company Information

Supplier

e Engagement with the Company for Supply
o Name, Addresses and Contact Details

e Receipt of an Order
o Key Contacts
o Address
o Bank Details
o Key Company Information (Completion of supplier/subcontractor PQQ)

How do we use your information?

Crime and Fire do not engage in Marketing and will never use personal/client/supplier data
in order to target advertisement or marketing output. The data is only used in the following
ways:

e Employment of an individual

e Relevant Site clearance, CTC Clearance

e Payroll (Company Accountant)

e Company Pension Scheme Providers

e To conform with any requests by HMRC or any other lawful government agency
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e Required by Employment Law

e Contacting clients to facilitate company operations (Orders, Supply of Service, Finance
Requirements and Sign off)

e Contacting supplier to facilitate company operations (Orders, Supply of Service and
Finance Requirements)

e For the purpose of the prevention and detection of crime and in order to recognise and
identify individuals with a view to taking appropriate action. (CCTV images)

How do we protect your information?

Essential hard copies of employee information are stored in a secured location with limited
access to authorised personnel only.

Electronic information held on employees, customers and suppliers are held securely on a
network which is protected. This information is only accessible by relevant employees.

CCTV images are stored on a secured server.

Bank details are only retained on our banks internet banking platform which only authorised
individuals can access.

Do we use ‘cookies’?
We do not use cookies for tracking purposes.

You can choose to have your computer warn you each time a cookie is being sent, or you can
choose to turn off all cookies. You do this through your browser settings. Since the browser
is a little different, look at your browser’s Help Menu to learn the correct way to modify your
cookies.

Do we supply third-party disclosure?

We do not sell, trade, or otherwise transfer to outside parties your Personally Identifiable
Information. This does not include website hosting partners and other parties who assist us
in operating our website, conducting our business, or serving our users, so long as those
parties agree to keep this information confidential.

In some cases, Personal Data needs to be transferred to a trusted third party in order to
facilitate the company’s core operations (Such as CTC clearance or site Access Requests).

We may also release information when it’s release is appropriate to comply with the law,
enforce our site policies, or protect ours or others’ rights, property or safety.

We do not include or offer third-party products or services on our website.
How does our site handle Do Not Track signals?

We honour Do Not Track signals and do not; Track, plant cookies, or use advertising when a
Do Not Track (DNT) browser mechanism is in place.
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Does our site allow third-party behavioural tracking?
It’s also important to note that we do not allow third-party behavioural tracking.

In order to be in line with Fair Information Practices we will take the following responsive
action, should a data breach occur:

e We will notify you via email, within 7 business days

We also agree to the Individual Redress Principle which requires that individuals have the
right to legally pursue enforceable rights against data collectors and processors who fail to
adhere to the law. This principle requires not only that individuals have enforceable rights
against data users, but also that individuals have recourse to courts or government agencies
to investigate and/or prosecute non-compliance by data processors.

Why do we collect email addresses?

Crime and Fire only collect email addresses to facilitate the core business operations and do
not use this information for marketing purposes. Core business operations can include but
are not limited to:

e Send information, respond to inquiries, and/or other requests or questions
How do | delete my data or request my data to be transferred to me?

As per the requirements of GDPR, you can request a copy of all data held on yourself by
sending this request in writing to the data holder. This can be done on Email to
customerservice@crimeandfire.com or in writing to the company address.

The company will provide your data in the requested format within a reasonable time frame
for the request and format of the data.

In some cases, the company will not be able to remove your data from all systems at the point
of request (such as warranties on items and critical data with stipulated retention periods).
Where this is the case, the company will provide a timeframe for the removal of this data.
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